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Abstract—In many places, a surge of micro-mobility sharing
systems, as for instance e-scooters, can be observed. Shared
micro-mobility is a cost-efficient and flexible alternative to
owning vehicles and, furthermore, leads to reduced traffic
and air pollution. However, sharing information about vehi-
cles impacts the privacy of the individuals using such vehicles
as changes in vehicle state are linked to an individual’s mobil-
ity pattern. Malicious exploitation of knowledge on mobility
patterns of individuals may assist in criminal activities such
as stalking or burglary. Thus, it is very important that micro-
mobility sharing platforms do not leak sensitive data about
the mobility patterns of their users, resulting in a tradeoff
between sharing and privacy.

To characterize the privacy leakage in one specific in-
stance of shared micro-mobility, we conducted a large-scale,
long-term data collection from scooters run by the e-scooter
company Tier in the European university town Kaiser-
slautern. Indeed, the data reveals several privacy issues:
For instance, we were able to reconstruct work and school
schedules of various individuals. Furthermore, we could infer
interests and hobbies by visits to, e.g., sports facilities. Our
initial discovery of such leakages was aided by the fact that
the specific e-scooter company does not comply with existing
privacy standards, in particular the use of dynamic IDs. Yet,
an a-posteriori analysis of our data shows that even with
dynamic IDs, we are able to re-construct 80% of the trips,
which still constitutes a substantial privacy leakage.

Index Terms—privacy, data collection, e-scooter

1. Introduction

In recent years, electric kick scooters (e-scooters) have
become a popular means of transport. Specifically, the
combination of micro-mobility, using a small vehicle, and
shared mobility, i.e., renting of a vehicle for a short period
of time, is an attractive option. E-scooters in particular are
convenient because they are dockerless and small, which
allows their placement all over the city. They serve as an
alternative to walking if public transport is inconvenient
either because of the timetables or distance to the desti-
nation.

Many shared e-scooter platforms exist: Bird1 and
Lime2 have introduced shared e-scooters to cities already

1. www.bird.co
2. www.li.me

in 20173. Since then, multiple other companies followed,
such as Tier4 (becoming dott5), Voi6 and Bolt7.

Sharing e-scooters also means that the rental com-
panies need to find a way to share the necessary data
about available scooters with users and third parties, for
instance city administrations. As with any sharing, there
is a potential for privacy leakage beyond what users may
expect and desire. Consequently, it becomes questionable
whether they are consenting to the use of their data and
are willing to accept the potential leakage.

Such concerns are mirrored by existing standards. The
General Bikeshare Feed Specification (GBFS)8 is a com-
monly used standard for sharing availability information
of vehicles. It is meant to be freely accessible to everyone.
Here, dynamic IDs, i.e., frequent changes of vehicle iden-
tifiers, have been proposed as a way to prevent vehicle
data from being used to extract user mobility patterns.

We investigate the privacy concern in micro-mobility
sharing platforms empirically by collecting data from the
scooter sharing system Tier in the European university
town Kaiserslautern. The real-world data of available
scooters is collected over an extended period of half a
year through readily available API access, which provides
data about available scooters in the region. It is found
that the API does not follow the GBFS standard, in that
it includes more data features and does not implement
dynamic IDs. We processed the data by extracting relevant
features and inferring trips with a focus on the subsequent
privacy analysis.

Other works have collected data from micro-mobility
scooter sharing platforms as well. However, for several
reasons these data collections could not be utilized in our
study. Some of the data collections were not conducted
for long enough (≤ 3 month) [1]–[4], others relied on too
long scraping intervals (5/15min) [5], [6], are no longer
available [7], [8] or are aggregated/rounded [7]–[9]. Since
we needed a long-term raw data collection with short
request intervals, it was necessary to collect our own data.

3. https://web.archive.org/web/20241008124416/
https://www.theverge.com/2018/9/20/17878676/electric-scooter-bird-
lime-uber-lyft

4. www.tier.app
5. ridedott.com
6. www.voi.com
7. bolt.eu
8. https://github.com/MobilityData/gbfs



With our data collection, we are able to identify certain
user profiles through clustering trips according to locations
and points in time. In particular, we consider privacy-
sensitive points of interest (PoIs), such as schools or of-
fices of a particular employer, which allow us to find user
groups with specific interests, habits, or living situations.
Equipped with these profiles, a clustering for recurring
trip patterns and therefore specific users is performed. The
results reveal personal information about targeted users,
such as their daily routines, their work place and working
hours. We validated our approach by obtaining the ground
truth for a set of volunteers who consented to having their
trips recorded. While the degree of leakage varies between
users and is highly related to their frequency of scooter use
as well as the locations they visit, our results demonstrate
that shared micro-mobility data can indeed be abused for
large-scale and efficient profiling as well as stalking of
individual users.

Ackermann et al. [10] discuss privacy implications
of transport data in various contexts, including shared-
mobility data, and suggest practical field studies, however,
without actually conducting any such studies. Our paper
does exactly that step of going from discussion to practical
evaluation for the case of the selected scooter rental
service’s mobility data and using the GBFS standard. In
fact, we find clear evidence for the hypothesis that the
chosen anonymization methods and potential additions
are not sufficient, using applied data analysis. To the
best of our knowledge, Baltra et al. [2] wrote the only
other paper with a focus on security and privacy in the
rental e-scooter domain. However, they have a very limited
dataset with only 10 days and only give one example of
identifying people arriving and leaving from a specific
PoI, with no recurring pattern analysis. They also do not
have confirmation whether the trips were done by the same
users, while our work validates it for a subset of known
user trips.

On top of that, we check if the dynamic IDs rec-
ommended by GBFS could have protected the sharing
system against these privacy issues. Dynamic IDs exist
in two variants, either the ID of a scooter is randomly
changed after each trip or it is changed randomly after a
certain duration, which is supposed to make inferring trips
difficult. In this paper, we transform our original data set
into one that does not use IDs at all, to show that both
approaches are still insufficient. We find that a relatively
simple heuristic, mainly based on locations and battery
levels of scooters, effectively reconstructs the majority
of trips. Thus, dynamic IDs are not sufficient to protect
users of our specific scooter sharing system and, thus, are
most likely an insufficient protection mechanism in the
context of shared-mobility systems. A potential protec-
tion mechanism is to remove unnecessary identifiers and
provide more coarse-grained information on potentially
identifying features such as scooter battery level. With
such modifications to the data, our concrete inference
algorithm is no longer able to reliable identify users in
many cases but there are no guarantees that the protection
is sufficient.

The proposal of dynamic IDs in the GBFS standard
as well as other works suggests that dynamic IDs are
expected to notably increase security and privacy [1]. As
discussed, our paper exposes this misconception. Baltra et

al. [2] is to our knowledge the only other paper mentioning
the suspicion that dynamic IDs might not be enough,
however, they do not provide any evidence for this.

In summary, we make the following contributions in
this paper:

• We collected a long-term, real-world data set from
a shared e-scooter provider in a European univer-
sity town (see Section 4).

• Through in-depth data analysis we demonstrate
a severe privacy leakage in that data set (see
Section 5).

• A standard solution, dynamic IDs, is shown to be
largely ineffective when applied to our data set
(see Section 6).

Besides these contributions we discuss related work
and the threat model in the following two sections. At the
end of the paper, we provide a comprehensive discussion
in Section 7: first, potential defenses are examined in
Section 7.1; then, we clearly state limitations of our work
with regard to the collected data set and its analysis
in Section 7.2; to address one particular limitation, we
provide initial evidence that our findings generalize to
other e-scooter vendors in Section 7.3; finally, ethical
considerations are presented in Section 7.4. Section 8
concludes the paper.

2. Related Work

We start by discussing approaches to publishing and
anonymizing (shared-)mobility data in general and then
detail concrete studies. Last, we quickly summarize exist-
ing data sets for e-scooters.

In general, mobility data consists mainly of location
and time information. These can be points or traces. It
has been shown that spatiotemporal data in combination
with identifiers indicating users, can be used to identify
the respective individuals: A paper from 2013 [11] uses
unicity tests to estimate that only four spatiotemporal
points of continuous human mobility traces are sufficient
to identify 95% of the individuals. Freudiger et al. [12]
analyse location-based services, such as GPS, WiFi and
GSM data, connected to unique identifiers. They found
that it was possible to infer various points of interest
(PoI), including the home and work locations of individ-
uals. Reidentification of users on a large scale with data
from call and transportation data sets was demonstrated
by Kondor et al. [13] in 2020. Using this data, they
uniquely identified 95% of users with only 10 sample
points. While these papers show that mobility data in the
form of spatiotemporal data can be used to identify users
and PoIs associated with the user, they focus on different
types of data than in our case: large data sets with multiple
data sources and continuous traces. Hence, there is no
need to infer trips. Furthermore, the data already contains
identifiers that indicate which traces belong to the same
user, but not which specific user it is. In contrast, shared-
mobility data contains more limited information, such as
the start and end point of a trace, which must first be
inferred and connected to belong to the same trace. No
user identification or information is contained, so trips
must first be grouped as belonging to the same user in
order to find out further information about this user.
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Feature Our Trips [3] [6] [8] [4] [5] [7] [9] [2]
Vendor Tier Jump / Bird Bolt+Fiqsy Bird+Lime - - - - Spin+Bolt+Lift+Bird
City Kaiserslautern Washington D.C. Riga Louisville Indianapolis Berlin Louisville Austin / Minneapolis Los Angeles
Collection Period [month] 6 2.25 / 2.25 7 7 3 9 12 4 1/3
Trips Total 116728 69776 / 13226 750869 79532 - 577812 435,413 661 / 225 -
Trips per Day 637.86 1044 / 226 - 391.78 4830 - - - -
Avg. Distance [m] 1670.28 2138 / 953.3 1364 2140 1800 - - 0.9 / 1.3 miles -
Avg. Duration [min] 10.22 17.1 / 15.6 16.82 15.59 13.86 - - 12 / 19 -
Avg. Speed [km/h] 10.50 - 5.45 9.13 8.78 - - 5 / 6 [miles/h] -
Collection Intervals [min] 3 1 5-15 15 - 5 - - 1-5
Analysis Focus Privacy Trip Purpose Usage Usage Usage Usage Usage Usage Privacy

TABLE 1: Comparison of Related E-Scooter Papers with Data Sets.

Studies of public mobility data demonstrated potential
privacy leakage. Two papers [14], [15] on a ride-hailing
service show that users and drivers are at risk of hav-
ing sensitive data leaked. Solutions include rate limits,
position concealment through distance, use of synthetic
data, removal of identifiers to avoid linkability, privacy-
enhancing technologies and cryptographic tools. The dif-
ference with e-scooter rental is the addition of the driver
and the consequent interaction between driver, user, and
company, as well as third-parties, such as cities. Culnane
et al. [16] showed that a public transport data set with
seemingly anonymized data by changing the card IDs is
not sufficient. While the data only contained locations
when the user activated the cards, similar to e-scooters,
with start and end points of trips, each activation could
be connected to a card ID and therefore to the respective
user. Re-identification was possible if only two start times
and locations of a person were known, or knowledge of
similar times or card type in case of co-travelers. While
their result is in line with our result that dymanic IDs are
insufficient, their data is completely different to GBFS
data, so it is not directly applicable in our case.

Different mobility data therefore require different
anonymisation techniques as discussed by Ackermann et
al. [10]. The authors discussed shared-mobility (Mobil-
ity Data Specification (MDS)9, GBFS), public transport
(TRIAS-API), bicycle, walking and parking data. Because
mobility data is so diverse, single datatype anonymization
techniques are not sufficient to ensure the privacy of the
data. As future work, [10] recommends to conduct field
studies to address potential anonymization techniques,
which we do with shared-mobility e-scooter data.

Xu et al. [1] use three algorithms to infer e-scooter
trip data using GBFS. If scooter IDs do not change,
they manage to reconstruct and reconnect start and end
points. This is done by keeping track of disappearing and
reappearing scooters. If IDs do change after each trip,
the algorithm allows for inferring but not connecting start
and end points. Finally, dynamic IDs periodically allows
inference of start and end points by checking whether the
number of scooters in a smaller area changes. Our paper
uses the same algorithm for non-dynamic IDs to infer
trips. The paper’s algorithms for dynamic IDs only detects
start and end points, leaving possible reconnection of start
and end points for dynamic IDs for future work, which we
address in this paper. While the authors mention privacy
as a reason for dynamic IDs as an aside, their focus and
reason for inferring trip data is usage analysis. Our paper
focuses on the privacy aspect of the trip reconstructions,
even under dynamic IDs, proving their statement wrong.

9. https://github.com/openmobilityfoundation/mobility-data-
specification

Baltra et al. [2] examine the privacy of shared-mobility
standards. While the MDS is not intended to be public,
the historical trip data leads to the user’s privacy not
being protected from the cities and third-parties that have
access to the data. Baltra et al. argue that GBFS is enough
for cities to analyse usage and distribution. Furthermore,
the paper shows with an example that GBFS with non-
dynamic IDs is not sufficient. Their solution is geo-
indistinguishability. In their example, they reconstructed
trips by clustering with K-means to identify visits to a
marijuana dispensary. However, they only go as far as
identifying different consecutive trips to and from one
specific sensitive area by the same user. They do not show
how it is possible to refine profiles for specific riders or use
auxiliary data to find potential personal habits of a user,
including residences or work locations and other habits.
We show that our approach can achieve this and works on
a large scale, on a town with several thousands of citizens.

Differential privacy [17], which adds noise to data to
hide data of individuals, has been suggested in the context
of hiding locations [18]. However, as vehicles move on
clearly defined roads, it is not possible to simply add
noise as that would result in unlikely positions, which can
be traced back to the original position. There exist more
sophisticated solutions that ensure that vehicles end up
on roads. However, they are designed for tracking goods
and only require a very low accuracy. For e-scooters, the
location information is required to be close to accurate
as users have to be able locate a scooter they want to
use [19].

In the context of e-scooters, there exist several works
about collecting and using a data set of e-scooter trips. The
data sources vary from API scraping [3], [5], [6] to Open
Data platforms of cities [4], [7]–[9]. The data sets consist
of different e-scooter vendors, features, collection time,
city, and consequently size. See Table 1 for a comparison
of our study with related work dealing with e-scooter
rental platforms. In particular, the focus of the analysis
shows that the majority of the papers aimed at analyzing
the usage. As Table 1 shows, the datasets of these papers
have a small collection period or large collection intervals.
In addition, since usage analysis does not require precise
times and locations, some of the datasets are aggregated
[7]–[9]. The only other privacy paper [2] has a dataset
of only 10 days, which makes long-term privacy leakage
analysis impossible.

3. Threat Model & Privacy Concerns

In this work, we evaluate whether and how easily
privacy-sensitive user-related information can be extracted
from shared mobility data of e-scooters.
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Some user-related private information that may be
revealed are: an individual’s residence, company and work
or school schedules, personal interests through the visits
of sport clubs or cultural events, religious beliefs through
visits to churches, synagogues or mosques, or health prob-
lems that come with regular visits of medical specialists
or psychiatrists.

An obvious prerequisite to be under this privacy threat
is the frequent, or even regular usage of scooters in
one’s everyday life. In this way links are created between
individual daily routines and trips in the sharing system,
which can be observed. Thereby, it is possible to derive
information about users’ routines.

3.1. Attack Scenario

In the given scenario an adversary is able to gather
scooter data and later on analyze it. This information
is publicly available, since rental companies provide in-
formation about their scooters. So on the technical level
the adversary is an active participant, requesting the data
from the provider’s website. On the conceptual level, the
adversary is an eavesdropper, only passively observing
the usage of scooters without actively interfering with the
system.

It is possible to retrieve privacy-sensitive information
about a target in the gathered data in two ways: either
by defining a target profile to search for possible users or
by starting with a known residential address of a target
user. The first approach via defining a target profile can
be applied when searching for a member of a specific
group, for example an employee of a company, a member
of a religious community or a child. Each example can
be realized by searching for trips that start or end at the
entrance of a factory, a church, or a school. By finding
recurring trips from or to such a point of interest (PoI)
that start or end in a residential area, the potential home
address of a user with the correct profile can be inferred.

From there on the second approach of starting with
a known residential address can be applied. Via ana-
lyzing the incoming and outgoing trips of this address
it is possible to gather additional information about the
user(s) associated with this address. It may be possible to
extract how many people live at the given address, find
out potentially sensitive details about the daily schedule
of a scooter user and gain information about someone’s
hobbies and habits.

3.2. Assumptions

This work makes several assumptions about scooter
users and their usage:

First, we assume that scooters are used to drive directly
to a desired destination. Since scooter sharing systems are
a popular solution to address the last mile problem of
public transport [9], they are a convenient possibility to
travel and can be parked nearly everywhere. So it should
be reasonable to assume that the end of a scooter trip is
often the desired destination of the user.

Second, it is assumed that users departing from a
location are searching for the closest available scooter and
use this one for their next trip. Nevertheless, this leads to

departures being more spatially spread in comparison to
destinations.

The first two assumptions allow us to identify ad-
dresses that are PoIs of scooter users. A third assumption
is that users have routines, which can be detected by
combining frequent occurrences of feature values such
as similar starts, destinations and times of the day. This
is based on the assumption that most people have a
scheduled day with recurring activities. This allows us to
associate multiple trips with presumably one user.

A fourth assumption is that addresses with clear asso-
ciation with a single entity or purpose reveal some infor-
mation about the users intention to target this location. The
third and fourth assumptions allow to draw conclusions
on the routine and the intention of a user. For example,
if the destination of a daily trip-cluster is an address in
a region with only detached houses, this allows us to
identify potential residences of scooter users. If the start of
this cluster is in an industrial region that is clearly related
to a specific company, this likely reveals the workplace of
the scooter user.

As previously mentioned, the adversary must have
access to the scooter data and no rate limit for requesting.

4. Data Collection & Processing

This section presents the scooter rental’s API and how
the data was collected. The data reveals various properties
of the available scooters, which we call features. These
features are used to process and extend the data such
that we can use it for our purpose of privacy analysis.
Furthermore, a short overview of general feature statistics
are given to show what entries the final data set consists
of. Finally, an alternative way to gather more detailed data
by live-tracking scooters is briefly discussed.

Note that the scooters are dockless, meaning they
can be stationed anywhere. This rises the necessity for
the vendor to occasionally relocate scooters from remote
locations to central transportation hubs.

4.1. API

E-scooter rental companies typically provide an API
endpoint that allows the users to see the currently available
e-scooters that can be rented. For our rental service Tier,
this is the ‘vehicle’ endpoint. An outdated and incomplete
documentation can be found online10. In order to query
this endpoint, a generic API key is required, which can
be found by observing the apps traffic when logged in.
Alternatively, an API key is available on a GitHub page11

not affiliated with the rental service, which allows for API
usage without any connection to one’s personal account.
This results in the following query:

“https://platform.tier-services.io/v2/vehicle?
zoneId=KAISERSLAUTERN”

The API endpoint provides only information about scoot-
ers, no information about user accounts, trips, or payments
can be directly requested. The request returns a list of
JSON objects, each representing scooters available at the

10. https://web.archive.org/web/20240314114227/https://api-
documentation.tier-services.io/

11. https://sharedmobility.github.io/Tier.html
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time of the request using 18 attributes (Listing 1). Notably,
these attributes include a static ID, exact coordinates,
battery level in percent and a timestamp of the last location
update. The number of scooters returned depends on the
number of available scooters at that moment in time,
scooters that are in use are not returned by this zone query,
and, therefore, disappear from the dataset and reappear
once they are available again.

Listing 1: Example Entry of an Available Scooter in the
APIs JSON Response
{ ” t y p e ” : ” v e h i c l e ” ,
” i d ” : ”1 b096d37 −d444 −49ba −bbaa − adf44dc967ee ” ,
” a t t r i b u t e s ” : {
” s t a t e ” : ”ACTIVE” ,
” l a s t L o c a t i o n U p d a t e ” : ”2023 −09 −25T20 : 1 5 : 4 3 Z” ,
” l a s t S t a t e C h a n g e ” : ”2023 −09 −14T20 : 5 5 : 3 6 Z” ,
” b a t t e r y L e v e l ” : 43 ,
” c u r r e n t R a n g e M e t e r s ” : 16000 ,
” l a t ” : 49 .454534 ,
” l n g ” : 7 . 7 6 5 1 7 2 ,
” maxSpeed ” : 20 ,
” zo ne Id ” : KAISERLAUTERN,
” code ” : 143134 ,
” i o t V e n d o r ” : ” o k a i ” ,
” l i c e n c e P l a t e ” : ”911WRX” ,
” i s R e n t a b l e ” : t r u e ,
” v e h i c l e T y p e ” : ” e s c o o t e r ” ,
” hasHelmetBox ” : f a l s e ,
” hasHelmet ” : f a l s e }}

4.2. Collection

We implemented an automated script that allows us to
send requests to Tier’s API in regular intervals to gather
real-world data of available scooters over a long-term
period. We used a Raspberry Pi as the server to run the
Python script with additional notifications through Discord
in case of issues. The data collection was done every 3
minutes over a period from October 1 2023 to March 31
2024, covering exactly half a year. These parameters were
selected due to restrictions on time and storage as well as
to avoid overloading the servers. The zone was limited
to Kaiserslautern, because of storage limitations and our
knowledge of the area. The town has an area of roughly
140km2 and a population of approximately 100,000.

In total, this resulted in 80980942 entries of available
scooter data points being collected (see also Section 4.3),
while 1223 unique scooters were observed. An example
of what an entry of an available scooter looks like can be
found in Listing 1. The raw data is stored in a JSON file
for each request, with the total volume of data stored being
38.2 GB. Furthermore, an SQLite database was created
for easier querying, and adjustments were made to deal
with the daylight saving time, which is relevant during the
observation time frame.

4.3. Features

Of the 18 different features for the e-scooter found in
the JSON responses, 6 are relevant for our purposes. These
are the unique scooter ID, last location update timestamp,
latitude and longitude, last state change timestamp, and the
battery level. Additionally, each entry includes the time of

the API request, which we call collection time. It should
be noted that without the ID, the licence plate and vehicle
code could be used as an alternative unique identifier.

The type, state, maximal speed, zone ID, IoT vendor,
vehicle type, and features related to helmet box are all
expected to be static. However, the data set contains 257
entries with a different vendor than the others, as well as
unusual coordinates. These entries are therefore removed.
The helmet related features are ignored, as they are not
relevant for the analysis, but both ‘false’ (expected value)
and ‘true’ appear as values in the data set for a small
number of entries. This is unexpected and shows that
the API is not entirely reliable. While the documentation
states that a state change happens at the start and end
of a trip, this could not be confirmed with test drives.
We conducted two drives: one shorter of 5min and a
longer one of 15min. Based on the test drive evidence, the
features regarding rental and state change were neglected
for the event definitions. Figure 1 shows the actually
observed process above the timeline, while the process
described in the documentation is displayed below the
timeline. Our method is based on the observed behavior.

4.4. Processing

To infer trips, the entries are compared to previous
entries with the same ID. Consequently, the first entry of
each ID is removed, because there is no previous entry.
This is based on the fact that only available scooters are
returned by the API, while scooters in use are missing.
For a non-available scooter this means, the entry before
and after it was not available will be captured. While we
do not know what happened during a renting, we know
where the scooter was before and after it. The combination
of entries allows calculation of additional features for the
created events: duration, battery change, distance, battery
change per distance, and speed. The resulting entries are
all events, so that not moving or activating a scooter still
is classified as an event. To distinguish further, we specif-
ically refer to trips, roundtrips, loadings and relocations
as active events.

For distance, the fastest route from the start to the
end point is calculated with OSMnx12 for bicycles. The
bicycle option is chosen since it is expected to be the most
similar in terms of speeds to scooters in comparison to
walking and driving, the only other two options provided
by OSMnx. The duration is calculated based on the ob-
served behavior, as depicted in Fig. 1. The timeline shows
that the best possible start time to choose is the previous
collection time, so the last time the scooter was observed
before it disappeared from the data set, this can lead to a
margin of error of up to 3 min. An alternative would be
the last location change returned by the API, which could
lead to a bigger margin of error, since it will be either the
same as the collection time or before. The best possible
end time that can be selected is the last location update,
which avoids the 3min error for the end of a trip.

Based on observations in related work [3], [5], [6],
which analyze available scooter data, disappearing scoot-
ers do not necessarily have to be trips. Rather, it can also
be an indication for loadings, roundtrips and relocations.

12. https://osmnx.readthedocs.io/en/stable/

5



Feature Trips Roundtrip Relocation Loading
Distance [m] 1670.28 39.97 1794.18 206.64
Duration [min] 10.22 15.70 167.95 801.48
Speed [km/h] 10.50 0.41 12.72 0.46
Battery Change [%] -4.24 -0.50 -1.44 +23.96
Battery Change per Distance [%/km] -2.45 -19.16 -0.71 +1632.26
# per Day 637.86 359.51 189.14 320.45
# per Hour 26.58 14.98 7.88 13.35

TABLE 2: Average Values of Features for the Active Event Types.

Figure 1: Trip Timeline Based on Observation (above) vs.
Documentation (below).

Those events have their own characteristics and need
to be distinguished. We take the same definitions, but
choose our own cut-off values. Trips, for us, are any
events with duration (dur) longer than 4 minutes, which
means the scooter must have disappeared from the data
set. Otherwise, the scooter was standing or moved while
not activated. Furthermore, the duration is not allowed to
be above 120 minutes, since our rental company mandates
that scooter trips are not allowed to be more than two
hours. A negative or zero battery change (bc) can be
used to distinguish them from loadings. Compared to
roundtrips, trips should have a distance (dist) greater than
500 meters. We chose 500 meters after analyzing the
distribution of all distances. Movements below 500 meter
did not have a clear pattern and were very rare, which
can be explained by the initial unlocking fees of scooters,
making very short trips unattractive. Roundtrips have a
small distance, since the distance is only an estimation
based on the start and end location. Finally, the maximum
speed for trips is set to 17km/h, because the scooters
can go 20km/h maximal and on average this will not
be reached. The battery change per distance (batt dist)
to a maximum of -1%/km, unless the battery has not
changed and the trip is at most 1km long. The maximum
of -1%/km is chosen here, because we assume during a
trip the battery level will change, however depending on
certain factors, such as the terrain, it might not be much.
It is therefore the upper bound that is used to make sure,
every trip is correctly filtered. These boundaries were set
to differentiate trips from relocations, since relocations are
assumed to be done by car, therefore they are faster and
have no or hardly any battery change, as the e-scooter is
not used. This results in the following filters, which can
be applied in the following order to identify the events:

• Loading: scooter batteries are loaded, leading to
positive battery change.
(bc > 0)

• Standing: the scooter was not rented or moved.
(bc ≤ 0 ∧ dur < 4 ∧ dist = 0)

• Moved: the scooter was not rented but changed
location because it was moved by hand (or GPS
inaccuracies).
(bc ≤ 0 ∧ dur < 4 ∧ ¬(dist = 0))

• Roundtrip: the scooter was rented (disappeared),
but the end of the trip was close to the start of the
trip.
(bc ≤ 0 ∧ dur ≥ 4 ∧ dist < 500 ∧ dur ≤ 120)

• Trip: the scooter was rented (disappeared) and
based on the features distance, duration, battery
change, speed limits (as explained in more detail
the previous paragraphs) it is realistic that the
results are a trip, were a person actually drove the
scooter.
(bc ≤ 0 ∧ dur ≥ 4 ∧ dist ≥ 500 ∧ speed ≤
17 ∧ dur ≤ 120 ∧ (batt dist ≤ −1 ∨ (bc =
0 ∧ dist ≤ 1000)))

• Relocation: the scooter disappeared and based on
the features it could not have been a normal ride,
but rather other transportation was used to move
the scooter, for example because of maintenance
or changing placement to a location with higher
usage.
(bc ≤ 0 ∧ dur ≥ 4 ∧ dist ≥ 500 ∧ (speed > 17 ∨
dur > 120 ∨ (batt dist > −1 ∧ (bc 6= 0 ∨ dist >
1000))))

Furthermore, certain events were removed as outliers.
Specifically, those with coordinates way outside the town,
a speed greater than 20 km/h and events with a duration
greater than 120min, but less than 500m distance and
negative battery change, as these do not fit to loadings,
trips or relocations.

4.5. Analysis

Table 3 shows the resulting numbers of all the differ-
ent event types. Due to the nature of our dataset being
snapshots of available scooters, the filtering into differ-
ent events was necessary. The majority of all events are
passively standing and very minor movements, which is
expected since most of the times the scooters are standing,
waiting to be used, with minor movements being due to
them being moved out of the way or being a result of
GPS inaccuracies. In total, the data processing leads to
116728 trip events or, in other words, 0.14% of all events
are recognized as trips. However, the sum of active events
(trip, roundtrip, loading and relocation) are 0.34% of all
events. Inside this active group the trips are the majority
with ∼ 42%.

The averages of the most important features for the
active events can be seen in Table 2. Especially roundtrips
with a battery change of -19.16%/km stand out. This

6



Event Type # Events Total Events [%] Active Events [%]
Standing 77801631 96.08 -
Moved 2899253 3.58 -
Trip 116728 0.14 42.33
Roundtrip 65791 0.08 23.86
Loading 58643 0.07 21.26
Relocation 34612 0.04 12.55
Outlier 3040 0.004 -
All 80979719 100 0.34

TABLE 3: Number of Events per Type.

can be explained by the inaccurate distance calculation.
Having only start and end points for routing, does not
allow better results for roundtrips. The low battery change
is most likely due to prematurely canceled trips, were the
scooter might not have worked or similar, and therefore
did not have a large distance and is counted as roundtrip.
The speed value for loading, in comparison with the
average roundtrip speed, suggests that loading happens at
times by changing the battery on site, making the routing
distance for loadings inaccurate as well. Furthermore, the
average duration suggests exceptions to loadings on site,
most likely due to maintenance in the warehouse.

Specifically for trips, the mean of the different features
and a comparison to other papers can be found in Table
1. The results show that the trip definition is sufficient to
lead to similar averages to those of other studies, while
keeping in mind that e-scooter usage may vary depending
on demographic and geographic variables [7], [9].

4.6. Live Tracking

As previously explained, the ‘vehicle’ endpoint is only
supposed to return currently available e-scooters. When
querying a zone, such as a city, this is the case. However,
when querying a specific scooter ID, the information of
the scooter will be returned even if it is in use. Here the
endpoint “/v1/ vehicle /SCOOTER ID” was used. Instead
of a list, it returns the same style JSON object (Appendix
1) for the requested scooter, no matter if this scooter
is available or not. This makes live tracking of scooters
possible. With additional information that links a scooter
to a rider, it is therefore also possible to track users.
Hilgert et al. also mention this in a paper from 2021 [20].
We were able to confirm that this statement is still true. A
simple algorithm can be used to detect new trip starts, and
then track the vehicles used until the trip ends. Starts and
ends can be detected by observing whether an e-scooter
disappears or appears, respectively. Knowing the ID of the
disappearing entry, a specific request for this scooter can
be made in regular intervals until it reappears in the zone
query.

A proof of concept of this tracking algorithm was
implemented and tested. The result of a short example
trip that was taken at the university is shown in Figure
2. The blue path shows the GPS track that was captured
during the ride and the red shows the path tracked by
the algorithm. It is clear that the path returned by the
tracking algorithm is slightly less accurate than the GPS
track. This is because of the time interval between requests
of the position, which was changed to every 10 seconds
for the live-tracking algorithm as a good compromise
between overloading the API and getting a good live track.

Figure 2: Example Tracks by Live-Tracking Algorithm
(red) and GPS (blue).

Nevertheless, the results of the tracking algorithm show
the general path of the vehicle, as expected. This confirms
the possibility of live tracking.

This method could lead to the possibility of tracking
down and following specific individuals only by knowing
the scooter ID or license plate or even just the location
or time from physically anywhere. It could be used for
stalking or also for knowing when no one is home, in
real time.

However, this does not just allow live-tracking, but
could also be used to gather more detailed trip data,
including routes and therefore more accurate feature data.
We chose to not collect data this way for multiple rea-
sons. It would require more storage and resources for
the additional requests and entries. Depending on the
request interval, which would need to be higher for more
accurate trip data, it could lead to significantly more
request. More requests might lead to issues because of
a rate limit mentioned in the documentation. For avoiding
such problems and also regarding the ethical concerns,
mentioned in Section 7.4, we decided to not perform such
an intense observation.

5. Privacy Evaluation

The goal of our privacy evaluation is to analyze if
publicly available scooter data holds information about
recurring and frequent trips that strongly indicates trips
to be done by the same person. Therefore, we extract the
trips of each scooter, as described in the previous section.
To find trips presumably executed by the same person,
we use spatial and temporal clustering. Spatial clustering
allows to identify clusters of trip starts and destinations.
As already discussed in Section 3.2, rentable e-scooters
can be parked nearly everywhere, so users are assumed
to pick up the next available scooter, ride it directly to
their destination and park the scooter there. Both actions,
the pick up and parking of a scooter are observable in
the scooter data with respect to their location and time.
Recurring trips, from the same start to the same end
point, performed at a similar time of day, are the basis
for our investigation. In the following, we first describe
our approach and then present some notable user profiles
that we found. At the end, in Section 5.5, we present a
validation of our approach on a data set from volunteers
that consented to sharing their trip data.

7



5.1. Integration of OSM

To integrate map information into the trips, we com-
bined the start and end locations with data from open street
map (OSM). OSM provides information about building
types and land use. Thereby it is possible to filter areas
of residential usage with keywords such as “detached
house”, “semidetached house”, “apartments” and “dormi-
tory”. Some other land use categories are commercial,
including “bar”, “dentist” and “supermarket”, or public,
including “townhall”, “university” and “school”. Using
this information, it is now possible to identify trips that
are close to potential residences of scooter users. There
are residential building types that only reveal limited
information, e.g., dormitories, which often hold dozens
to hundreds of students. Consequently, there are likely a
high number of people commuting from these buildings
and we cannot easily determine which person is associated
to which trip. But other buildings reveal more reliable
information about scooter users: Trips that start or end
close to detached or semidetached houses suggest that the
driver is one of a few family members. This reduces the
number of candidates to perform trips and often allows
to connect trips to individuals. Also locations in public
areas reveal different levels of information: supermarkets,
which are visited by a large variety of people each day do
not reveal so much, while destinations close to a school
lead to the conclusion that the scooter is used by pupils
or teachers.

Thus, integrating OSM enables linking start and end
locations of a trip with a trip purpose. This also allows to
distinguish between target groups.

5.2. Profile Clustering

In this step of the privacy analysis, the goal is to
find potentially interesting scooter users with a certain
profile. The profiles that we can find are linked with
visiting associated locations, such as employees working
at a factory, sport club fans cheering at a stadium, or kids
visiting a school. So for finding potentially interesting
scooter users, we are searching for trip clusters that start
or end at a location that is associated with the profile that
we are searching for.

The features utilized for clustering are start and end
location, as well as time of day. Each of these features
is clustered separately. For spatial clustering we utilize
Density-Based Spatial Clustering of Applications with
Noise (DBSCAN) [21]. This allows the generation of
clusters based on the minimal number of points (MinPts)
for one cluster and the maximal distance of one point to
the next point (ε), without predetermining the total number
of clusters.

MinPts is set to 6 for both start- and endpoints. We
choose the number 6 since we observed a total period of 6
month and the intention is to be able to find regular trips
that happened at least once per month. We choose different
values of ε, εS and εE , for start- and endpoints. To cluster
the endpoints we are targeting for smaller, denser clusters,
based on the assumption that users drive directly to their
destination. So for εE we tested a range of 1 to 10 meters
and eventually decided to use εE = 5 m. For clustering
start points, we initially intended to use a larger distance

of 10 to 100 meters, since users have to find the closest
scooter and thereby select scooters from a larger region.
However, we came to the conclusion that using smaller εS
of 7.5 meter produces better results. For larger distances
the clusters often become too large, including many falsely
clustered scooters, which would have significantly reduced
the value of the clustering results.

To cluster trip times we employ the k-means algorithm
[22], which requires a selection of the value for the param-
eter k. We decided to split the day into k intervals. We
compared the clustering results for k ∈ {12, 24, 48, 96}
and finally k := 48 is selected. This results in an average
duration of 20 minutes. To overcome the problem of the
clock-transition at midnight from 23 o’clock to 0 o’clock,
we apply a simple sine and cosine transformation to map
the 24h day on a unit circle and use those two values for
clustering. The following are the corresponding formulas:

timesin = sin

(
2π · time [s]

86400

)
timecos = cos

(
2π · time [s]

86400

)
The single trips can now be combined in trip-clusters,
where each trip starts in the same start cluster, ends in
the same end cluster, and lies in the same time cluster.
Using the assumption that people tend to have a regular
schedule, it can be assumed that trips that start and end in
the same region and are performed regularly around the
same time are likely by the same person. Since we start at
a location of a certain interest, we can infer that a person
regularly visiting this place also fulfills the profile we are
searching for.

At the same time, we can use the cluster data at
the location of interest to gain some insights about local
businesses. For instance, many trips arriving or departing
at the same time reveal something about the start and end
of working shifts or school time schedules.

5.3. Residential Clustering

After filtering the trip clusters by location, we obtain
trips with start and end positions that are likely associated
with the same user. Given the clusters, we can use the
spatial proximity of other trips’ start and end locations
to gather more data for that specific user. We start by
considering locations in residential areas that do not have
a high scooter usage. This allows us two things: first, we
can identify potential home addresses of scooter users;
second, we can hypothesize that other trips that start/end
in the a location cluster close to the same address are likely
done by the same person. In this way, we can combine
more trips based on spatial proximity to obtain even larger
amounts of user-related, potentially privacy-sensitive data.

We conducted this step mostly with potential home
addresses in residential areas, which turned out to be a
more reliable strategy than using crowded locations with
higher fluctuations of users and scooters like the town
center or the university campus. Thereby, it is possible to
gain insights about hobbies, friends, or family members.
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(a) Trips from and to school. (b) Trips from and to residence.

Figure 3: Trips of a multiple people living in the same house: Green: School, Blue: Train Station, Purple: Supermarket.
(destinations are indicated by a circle at the end)

(a) Trip ends at employer. (b) Trip ends at residence.

Figure 4: Commute Trips of a Warehouse Employee.

Date Weekday Arrival at school Arrival at home
10-10-2023 Tue 07:48:45 12:52:48
02-11-2023 Thu 08:01:15 12:58:20
31-10-2023 Tue 07:53:31
07-11-2023 Tue 08:02:06
09-11-2023 Thu 08:12:45
28-11-2023 Tue 07:46:41
12-12-2023 Tue 07:57:48 13:23:30
23-01-2024 Tue 13:01:11
25-01-2024 Thu 08:15:35 12:49:23
30-01-2024 Tue 08:10:11 13:14:17
01-02-2024 Thu 12:30:23
15-02-2024 Thu 07:54:38 11:30:06
22-02-2024 Thu 07:56:17
05-03-2024 Tue 07:57:34
14-03-2024 Thu 08:03:17 12:24:41
19-03-2024 Tue 07:58:15

TABLE 4: Tuesday & Thursday School-Trips.

5.4. Privacy Revelation

To get a first impression on how much privacy leakage
may result from shared scooter data, we filtered regions
associated with 4 categories of everyday life and counted
the number of residential addresses revealed by trips start-
ing or ending in these regions:

For 7 secondary schools, we found 14 residential
addresses, where regular trips towards schools were made
in the morning right before 8 a.m. At all three pub-
lic swimming pools, we found in total 11 residential
addresses, despite analyzing the winter term, when the
outdoor pools are partly closed. Regarding police and
military, we found 7 addresses. Regarding commuters to
some large companies (warehouse, a hospital, a research
center, one arms factory), we found in total 24 addresses.

In the following, we describe a more in-depth analysis
of a school associated user, to emphasize how much
information can be gathered. During the 6 months of
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Date Weekday Trip End Time Direction
20-12-2023 Wed 07:01:40 way home
20-12-2023 Wed 21:46:44 trip to work
21-12-2023 Thu 06:56:15 way home
21-12-2023 Thu 21:45:41 trip to work
22-12-2023 Fri 07:11:49 way home
22-12-2023 Fri 21:44:52 trip to work
23-12-2023 Sat 07:12:23 way home

TABLE 5: Commute Times of an Warehouse Shift Worker.

Date Working shift Shift times available data
11-12-2023 (Mon) - 16-12-2023 (Sat) morning shift 6:00 - 14:30 2x to warehouse, 4x way home
20-12-2023 (Wed) - 23-12-2023 (Sat) night shift 22:00 - 6:30 3x to warehouse, 4x way home

25-12-2023 (Mon) afternoon shift 14:00 - 22:30 -
3-1-2024 (Wed) - 6-1-2024 (Sat) morning shift 6:00 - 14:30 2x to warehouse 3x way home

8-1-2024 (Mon) - 10-1-2024 (Wed) night shift 22:00 - 6:30 1x to warehouse, 2x way home
15-1-2024 (Mon) afternoon shift 14:00 - 22:30 -
22-1-2024 (Mon) morning shift 6:00 - 14:30 -
29-1-2024 (Mon) night shift 22:00 - 6:30 -

8-2-2024 (Thu) - 10-2-2024 (Sat) afternoon shift 14:00 - 22:30 2x to warehouse, 2x way home
12-2-2024 (Mon) - 17-2-2024 (Sat) morning shift 6:00 - 14:30 2x to warehouse, 2x way home
20-2-2024 (Tue) - 23-2-2024 (Fri) night shift 22:00 - 6:30 1x to warehouse, 3x way home

15-1-2024 (Mon) afternoon shift 14:00 - 22:30 -
5-3-2024 (Tue) - 9-3-2024 (Sat) morning shift 6:00 - 14:30 3x to warehouse, 4x way home

TABLE 6: Reconstructed Shift System of a large Ware-
house Operator.

data collection, we found between a few dozen to many
hundreds of scooter trips for each secondary school, with
schools being closer to the town center being associated
with more trips.

Whenever school attendees (staff or kids) regularly use
scooters for their way to school, they reveal some infor-
mation about their daily schedule. In one such case we
found a household with three persons, possibly two adults
and one school kid. The trips’ start and end locations at
their residence are shown in Figure 3b, with the trips to
school shown in green. The travel time for one school trip
is about 10 to 15 minutes. The scooters are used 28 times
for the way to and from school, as the trips in Figure 3a
show. The lines in the graphs connect the start and end
of a trip, the destinations are indicated by a circle at the
end of the line. In Figure 3a there are two trips visualized
with a circle that end directly at the street and a handful of
trips starting at the street. All other trips start and end in
a cluster on the schoolyard. 23 of the total of 28 trips are
done on Tuesday and Thursday, this snippet of the data is
shown in Table 4. For some days, like December 12 and
January 30, a school-typical pattern with rides to school
around 8 a.m. and back from school shortly after 1 p.m. is
clearly visible. For all other days the arrival time at home
is so early that the school must have ended before 1 p.m.
The arrivals at home slightly before 1 p.m. indicate that
the school ended after the fifth lesson around 12:15. This
indicates that a person is using the scooters on these two
weekdays regularly, to have a convenient possibility to get
home. On other weekdays with regular school endings, a
school bus might be used for the way home.

In Figure 3b, regular commute trips from the same
residential address to a supermarket (in purple) and to
the main station (in blue) are visible. The detailed trip
information is shown in the appendix in Table 10 and
Table 11. The trips in both tables match the usual local
working hours, which indicates that these are commute
trips. Also it is likely that those trips are done by three
individual persons, since there are overlaps in the data
that exclude each other: Both the school attendee and the
supermarket employee have an overlapping entry on the

25th January, the school kid and the main station com-
muter have overlapping entries on October 10, November
7 & 9, December 12 and March 5. Also the supposed
supermarket employee and the main station commuter
have an overlapping entry on November 10 and 22. Given
the close proximity of the trip endpoints it can be assumed
that all three persons are at least living in the same
neighborhood or may even be sharing one household.

A second notable example from the large social group
of morning commuters is likely a shift worker of a large
warehouse operator. The assumed warehouse employee
used the scooters 40 times for their commute, shown
in Figure 4. One end of the green trip-cluster is at the
warehouse building (Figure 4a), while the other one is
next to a house in a region of detached houses (Figure 4b).
In one week, shown in Table 5, we were able to find four
consecutive days with scooter usage. During this week the
user reliably arrived at the warehouse at 9:45 p.m. and at
7 a.m. at home. This matches a working schedule from 10
p.m. until 6.30 a.m. with 8 hours of work plus 30 minutes
of break. With multiple weeks with consistent working
hours during the week and shifted working hours between
the weeks, we were able to reconstruct the working shifts
of the warehouse operator, shown in Table 6: a week of
morning shifts from 6 a.m. to 2:30 p.m. is followed by
a week of afternoon shifts from 2 p.m. to 10:30 p.m.,
which is followed by a week of night shifts from 10 p.m.
to 6:30 a.m. Based on this schedule and assuming that
the shifts are fixed, we highlight the expected working
hours for days without scooter data in Table 6 in gray.
The absence of scooter data may indicate vacation or sick
leave, though the person may also have used other means
for their commute on these days. Furthermore, it was also
possible to find some days they arrived late to work: for
example on the Feb 13 2024 the arrival at the warehouse
is about 20 minutes later than usual, so they arrived after
the regular start of their morning shift.

These data interpretations are illustrative and repre-
sentative examples that show how it is possible to ex-
tract information about different scooter users and their
daily/weekly routines, residential and social environment
from the sharing platform.

5.5. Validation of the Approach

In order to validate our approach we collected a sec-
ond, smaller, and independent data set. Over the course of
3 weeks, we collected data in the same way as described
in Sections 4.1 and 4.2, again requesting the API in
intervals of 3 minutes, for the same town. During these
three weeks a group of four a-priori known people used
scooters in their daily life. The feature extraction and data
processing was done analogously to Sections 4.3 and 4.4.
By applying the approach described in Sections 5.1 - 5.3
we were able to gather information about their routines.
After the data gathering had been completed, the people
were contacted to verify the number of trips and the
extracted trip information.

The four individuals made a total of 57 trips, out of
which it was possible to identify 52 (91%) of their trips.
Thereby, it was possible to gather information about their
working routines, sport hobbies, identify visits to the su-
permarket and personal relationships. A detailed overview
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Person Commute Supermarket Hobbies Visit Friends
A 13 / 0 - 5 / 0 3 / 0
B - 10 / 1 - -
C 8 / 0 2 / 2 6 / 0 -
D 5 / 2 - - -

TABLE 7: Comparison of the Correct / Wrong Estimated
Trips per Person. Grouped by the Purpose of the Trips.

is shown in Table 7. From the five undetected trips, three
could not be detected because the start locations were
spread too far to be grouped in the same start cluster.
The remaining two trips were simply too short, about 300
meters only, so they did not count as trips, following the
trip definition in Section 4.4.

6. Dynamic IDs

For the preceding privacy analysis of the scooter users,
we used all available data. As mentioned in Section 4 and
displayed in Appendix 1, the JSON construct of a scooter
contains scooter-specific and static components like the
ID, the licence plate and the number code printed on
the scooter. These data fields make it easy to identify an
individual scooter over an extended period of time.

In fact, the GBFS standard specifies that identifiers
such as IDs “must be rotated to a random string after
each trip to protect user privacy”. Thus, the collected data
set is not compliant to GBFS. It is expected that following
the standard should lead to less privacy leakage.

Our large real-world data set allows us to evaluate the
effect of dynamic IDs on the trackability of users and
thereby on the users’ privacy. Instead of the ID, which
we suppress in the evaluation, we now use the location,
current battery level of the vehicle, last location update
timestamp, and the last state change timestamp to identify
scooters and hence users. We also extended the data set
by adding the collection timestamp.

The goal of this analysis is to evaluate how many of
the trips can still be reconstructed. Having the complete
data set with scooter IDs allows us to evaluate the newly
estimated trips against a ground truth. The algorithm is
relatively straightforward, with the following steps:

1) Filter out standing scooters, i.e. scooters that did
not or hardly (i.e., ≤100m) move between two
data collections: We obtain a list of appearing and
disappearing scooters for each collection times-
tamp.

2) Identify possible trips candidates: For each dis-
appearing scooter (trip start) store a list of possi-
ble appearing scooters (trip end candidates) that
match the following requirements:

• The collection timestamp of the trip end
candidate is ≤ 2h after the trip start times-
tamp.

• The velocity of this trip (distance/time dif-
ference) is at most 17 km/h.

• The battery change of the trip matches the
average 2% battery loss per km distance,
shown in Table 2.

• The last state change timestamp of both
scooters is equal or the battery was

charged (timestamp is during the trip and
battery is ≥ 100% - 2% per km distance).

3) Estimate trips: Find all trips with only one end
candidate and remove other appearances of this
end candidate from other trip end lists.

4) Invert the lists: Build the corresponding lists that
provide for each trip end a list of possible trip
start candidates.

5) Repeat the last two steps until no further changes
occur.

6) Return the list with estimated trips that only have
one start and one end.

To evaluate the above approach of a privacy analysis
under dynamic IDs, a list of ground-truth trips is created
by matching disappearing scooters to the first re-appearing
scooter with the same ID. The list of the estimated trips
is compared to the ground-truth trips and it is checked
whether the IDs and collection timestamps of the scooters
of each trip start and end are equal to the ground truth.

The results are divided according to different events,
as previously specified in Section 4 (trips, re-locations,
round-trips, loading, rest). To evaluate the performance
of the estimation algorithm, we randomly selected seven
days (one for each day of the week) from the recorded
6 months period. The detailed results are shown in Table
8. For example, on October 1 we correctly identified 469
of 578 trips, which is a recall of 81.1%. Over all seven
days, we have an average recall of about 80%. Since
this is the most important event type for our privacy
analysis, we focused in the estimation algorithm on this
type, accepting for the others to have a lower recall. In
particular, we missed nearly all the loading of scooters,
which is a side effect of removing all standing scooters
in the first step of the estimation algorithm, since most of
the battery swaps happen while the scooters are standing.
When comparing the number of total estimations to the
number of correctly estimated events over all types, we
achieved a precision of 91.2% on the October 1. Both, the
achieved recall and precision are high enough to argue that
the previously presented privacy analysis, which is based
only on trips, also can be performed with a data set that
is GBFS compliant.

7. Discussion

In the following we will discuss potential defenses to
reduce the privacy leakage in e-scooter systems, which
is followed by a discussion of the limitations of our
approach. The discussion is completed by an investigation
of the generalizability of our analysis to different scooter
providers and the ethical considerations we followed dur-
ing our work.

7.1. Potential Defenses

Countermeasures and potential defenses against such
a data collection and subsequent privacy analysis attack
can be distinguished into three categories: detection, mit-
igation, and prevention.

Attack detection requires that the sharing-system
provider monitors the API usage and analyzes it for
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Date Weekday Total estimations trips re-locations round-trips loading undefined recall precision
Oct 1st 2023 Sun 875 469 / 578 179 / 213 68 / 91 1 / 40 81 / 85 81.1% 91.2%
Oct 24th 2023 Tue 1026 544 / 671 198 / 246 74 / 133 1 / 42 91 / 95 81.1% 88.5%
Nov 15th 2023 Wed 1118 644 / 804 186 / 266 57 / 87 3 / 47 102 / 120 80.1% 88.7%
Dec 18th 2023 Mon 901 494 / 653 125 / 139 57 / 77 8 / 39 94 / 105 75.6% 86.3%
Jan 4th 2024 Thu 687 388 / 493 118 / 128 51 / 60 1 / 3 59 / 64 78.7% 89.8%
Mar 9th 2024 Fr 1003 566 / 694 180 / 209 71 / 104 0 / 22 87 / 96 81.6% 90.1%
Mar 16th 2024 Sat 840 480 / 604 132 / 158 67 / 92 1 / 11 82 / 87 79.5% 90.7%

TABLE 8: Comparison of the Estimated/Ground-Truth Trips under Dynamic IDS.

suspicious activities. Detection of suspicious activity goes
hand-in-hand with mitigation techniques to make it harder
for an attacker to access the data. Some examples are
providing an adequate access control to the API or rate-
limiting requests. An adequate access control also allows
to track how often a user requests data, which provides
the foundation for rate-limiting and user dependent moni-
toring. However, those mentioned techniques cannot fully
prevent the attacker from gaining some access to the data,
since also legitimate users have to be able to access the
data. An attacker can overcome a rate limit by pretending
to be multiple users.

For a more effective prevention of privacy attacks,
the available data should be reduced to a minimum.
Currently, the API provides clearly more data than the
GBFS standard proposes, as can be seen in the listing in
Appendix 1. All static or semi-static fields such as the ID,
lastStateChange, licence plate, or the scooter code should
be removed to prevent a direct identification of a scooter.

We even suggest to go beyond the GBFS definition
to reduce the granularity of fields such as the battery
level, e.g., by grouping the battery levels into five in-
tervals: [100, 80), [80, 60), [60, 40), [40, 20), [20, 0] (in
%). Moreover, associated fields such as the current range
meter should be adapted to this granularity. In this manner,
the discriminability between scooters is reduced but users
still receive sufficient information to choose a scooter.
Complementary mechanisms to locally identify a scooter
like triggering a signal light or a bell at the scooter are
already common practice. Therefore a unique identifier
like the licence plate is expendable.

To highlight the improved privacy of publishing only
coarse-grained information without unique identifiers, we
applied the same analysis of the scooter data as in Sec-
tion 6 to a data set that only provides the location and
a coarse-grained battery level with five possible values,
corresponding to the five intervals above. For the data
of October 1, this resulted in only 3 out of 578 trips to
be identified, a recall of 0.5%. While this seems as if
it largely prevents our initial attack, it remains unclear
whether more sophisticated attacks, which take the de-
fense into account, are able to reconstruct trips. Thus, we
extended our attack through one additional step: After
obtaining a set of potential destinations for a trip, we
choose the destination such that the average speed to reach
this destination from the supposed start point is closest to
10 km/h, the average speed from Table 2. This enhanced
algorithm achieved a considerably higher recall, namely
22% or 130 of 578 trips for October 1. Note that we do
not claim our improved algorithm to be optimal; another
attack could achieve an even higher recall.

Platform Variable Parameters Static IDs
Battery Remaining Range Location License Plate QR-code/ID

Tier % km meter yes yes
Dott 3 levels km meter yes no
Zeus 3 levels km meter no yes
Lime 3 levels km meter 3 of 6 digits no
Bolt % km meter no no
Voi 3 levels 3 levels meter no yes

TABLE 9: Comparison of different e-scooter platforms
and the granularity of their provided data.

7.2. Limitations

There are several limitations to our privacy investiga-
tion of e-scooter platforms. An obvious limitation is that
we require frequent usage of e-scooters as our analysis
identifies recurring patterns. People who rarely or never
use e-scooters are not considered in the analysis. Further-
more, for people that use e-scooters only for solving the
last mile problem (or first mile), the significance of the
gained information is limited. For example a person, using
the scooters on a daily way to a train station does not
reveal the final destination of their commute.

Further limitations relate to the empirical character of
our study as well as the decisions we have made during
the analysis of the data. Obviously, our study is only for
a specific town and a specific e-scooter rental company.
In particular, for larger cities a scooter rental may only
constitute a leg of a total trip and, therefore, privacy
leakage may be less. Furthermore, a different population
density is likely to affect the number of users and trips,
which could make it harder or easier to find patterns.
With respect to other e-scooter providers, in our town
there was only one company, yet, we analyzed what data
can be gathered by other e-scooter platforms (operating in
other cities) and present some interesting findings below
in Section 7.3.

Next, we discuss some limitations with respect to the
way we conducted the data analysis: First of all, we
point out that we were not able to track individual people
directly, we were only able to observe many independent
e-scooter trips. Based on the patterns of trips and the
assumptions given in Section 3.2, we conclude that with a
high probability some trips are done by the same scooter
user. The information that can be extracted by this is
always related to visiting a particular place, sometimes
also related to the time of visit.

For regions that are often visited by many people and
have multiple possible PoIs, such as the city center with
many shops, bars, and rental apartments, clustering trips
by their location often returns very large clusters that span
over multiple streets. Both the large number of scooters
in such clusters and the multiple purposes of the groups’
region, make data from those regions hardly usable.
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Another limitation of our study may be seen in not
having ground truth for the most of our data, yet this
would have been difficult for ethical considerations (fur-
ther discussed in Section 7.4). To that end, we provided
validation of our analysis for a controlled group of users,
see Section 5.5.

7.3. Generalizability

To evaluate the feasibility of our analysis for differ-
ent e-scooter platforms, we determined which data each
provider shares. To that end, we analyzed the mobile apps
of the providers and summarized our findings in Table 9.
Most providers exhibit static IDs like a license plate or
a printed QR-code/ID on a scooter. This helps legit users
to identify their rented scooter, but also allows easy long-
term tracking of the scooter movements. Only Bolt did
not provide this type of static ID. Yet, they provide a
combination of scooter locations (within precision of a
meter), remaining range (km precision) and battery load
(as %-level), thus making it again easily possible to extract
most of the trips, using the procedure from Section 6. Only
for Bird, we were unable to find which information they
provide, which may be due to their bankruptcy in 2023.

This indicates that our method to collect data about
scooter usage and extract privacy information should be
applicable to other e-scooter providers as well.

7.4. Ethical Considerations

For our work, we periodically collected scooter loca-
tion data over several months. As we have shown in this
paper, this data contains private information like residence,
commuting schedules or hobbies of many individuals. In
the paper, we mentioned more than 50 individuals as
examples but the data holds many more. To protect their
privacy, we will not publish the full data set. We carefully
selected seven days out of the six month period that cannot
be associated directly with users mentioned in the paper.
These seven days are used in Section 6 for the analysis
of dynamic IDs and potential defenses in Section 7.1. We
publish the selected days together with the code used in
Sections 6 and 7.1, so interested readers can reconstruct
the results that we present in these sections.

Regarding IBR approval, note that our institution has
IRB boards on the department level, but not for ours.
We followed the ethical guidelines with regard to how
we acquire informed consent for our volunteers. The
guidelines were not directly applicable for data gathered
from what is publicly available on an app, especially since
the recorded data is not officially personally identifiable
information. We still followed the guidelines as closely
as possible by not publishing data that has strong privacy
implications and storing it such that only parties involved
in the research can access it. In particular, we abstained
from live-tracking the scooter data for the whole obser-
vation period of 6 months, since this would effectively
constitute a stalking of individuals.

To not reduce the privacy of the scooter users further,
we decided to not map user profiles to real persons. So
we never contacted users that we found via our analysis.
Instead, for the validation of our approach in Section
5.5, we had consenting volunteers that agreed to the

recording of their data and the subsequent data analysis.
As our goal was to show that privacy issues exist at a
large scale, relying only on our small set of volunteers
for the full analysis would have been insufficient. Still,
gathering pseudonymous information about users without
consent is a privacy invasion. We considered it acceptable
as the data is easily available and could be abused for
criminal activities as stalking. In our opinion, the severity
of this problem justified our study, which should enable
the company to fix or at least mitigate the issue.

In order to conduct a responsible disclosure, we con-
tacted the affected e-scooter company to inform them
about the privacy leakage already at an early stage of our
work. Since we never received a reaction, we also spoke to
a service employee of the company that was interested in
our findings and promised to inform his supervisor about
this. This also did not lead to any further reaction.

8. Conclusion

Our work reveals that the privacy provided by at least
one real-world operational e-scooter sharing system is
extremely limited.

For our investigations, we collected scooter data over
the course of six month. To that end, we requested the
providers API every three minutes for all available scoot-
ers in Kaiserslautern, which resulted in 81 million scooter
entries with a total volume of 38 GB in JSON files. From
this data set we extracted 117k individual scooter trips. By
analyzing the extracted trips for spatial and temporal pat-
terns, we were able to cluster trips that were presumably
done by the same users. Combining public information
from open street maps with the starts and ends of trip
clusters facilitated drawing conclusions about the intention
of the users’ trips. Thereby, it was possible to extract
profiles of users containing information about residence,
day schedules, and more. We validated our methodology
by creating a second, smaller data set. This data set is
based on the scooter usage of consenting volunteers in
their daily life. Thus, we could apply our approach to
this controlled data set and compare the extracted trip
information with the trips the volunteers really took.

Furthermore, we analyzed the effect of dynamic IDs,
as proposed in the GBFS standard, on our data set and
found a simple method to still reconstruct about 80% of
the trips. Based on this, we suggested a potential defense
by limiting the scooter-individual data that are directly
connected to the trips, like the battery level, in order to
raise the bar for an attacker.

As indicated in Section 7.1, there are no guarantees
that our attack on the supposedly more private data set
is optimal. Novel attacks may achieve higher success,
rendering our defense also insufficient. As a consequence,
it is important to develop methods to publish the data
that achieve provable privacy guarantees while at the
same time maintaining the utility of data. Differential
privacy [17] offers provable guarantees but, as detailed in
Section 2, the existing approaches to using differential pri-
vacy in the context of mobility cannot be directly applied
to shared-mobility systems, which have to enable users
to exactly locate vehicles. We hence suggest developing
differentially private mechanisms that take the specifics of
shared-mobility systems into account as future work.
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Appendix A.
Further Tables of User Trips

Date Weekday Arrival at work Arrival at home
2023-10-04 Wed 07:24:08
2023-10-06 Fri 07:34:57* 16:57:51*
2023-11-10 Fri 07:31:55
2023-11-16 Thu 20:13:22*
2023-11-18 Sat 07:46:39*
2023-11-21 Tue 16:45:29*
2023-11-22 Wed 07:40:22*
2023-11-23 Thu 07:53:31*
2023-11-24 Fri 07:38:09
2023-12-05 Tue 16:56:42*
2023-12-28 Thu 07:49:07*
2024-01-05 Fri 07:30:58
2024-01-11 Thu 07:39:09
2024-01-13 Sat 07:37:00
2024-01-24 Wed 07:54:55* 16:48:14*
2024-01-25 Thu 16:52:15*
2024-01-26 Fri 07:45:38*
2024-02-06 Tue 15:59:13
2024-02-12 Mon 20:11:40*
2024-02-21 Wed 20:12:49*
2024-02-27 Tue 20:18:23*
2024-03-07 Thu 17:23:32*

TABLE 10: Commute of a supermarket employee.
(* = back entrance of the supermarket.)

Date Weekday Arrival at work Arrival at home
2023-10-10 Tue 05:54:17
2023-10-11 Wed 05:58:01
2023-10-12 Thu 05:50:32
2023-10-23 Mon 05:50:45
2023-10-27 Fri 05:53:50
2023-10-31 Tue 05:50:28 17:34:45
2023-11-03 Fri 05:48:29 17:28:41
2023-11-07 Tue 05:52:59
2023-11-08 Wed 05:58:00
2023-11-09 Thu 05:52:08
2023-11-10 Fri 05:59:46
2023-11-13 Mon 05:52:12
2023-11-17 Fri 05:56:55
2023-11-20 Mon 06:05:22
2023-11-22 Wed 06:00:36 17:31:28
2023-11-27 Mon 05:51:22
2023-11-29 Wed 05:52:39
2023-12-01 Fri 05:56:10 17:27:22
2023-12-11 Mon 05:52:36
2023-12-12 Tue 05:50:36
2023-12-15 Fri 05:53:59
2023-12-20 Wed 05:57:15
2024-01-08 Mon 05:48:08 17:35:22
2024-01-12 Fri 06:03:38
2024-01-29 Mon 05:55:45
2024-02-05 Mon 05:54:47
2024-02-12 Mon 05:54:04
2024-02-13 Tue 05:58:25
2024-02-23 Fri 05:57:37
2024-02-28 Wed 05:58:54
2024-02-29 Thu 06:03:47
2024-03-05 Tue 05:56:21
2024-03-06 Wed 06:05:27

TABLE 11: Commute to the main station.

Appendix B.
Data Availability

We have decided, after careful consideration, to pub-
lish neither the complete nor the validation data set be-
cause of the severe privacy leakages that we have found
in them. For similar reasons, the data collection and live-
tracking code is not shared. Instead, we will publish
carefully selected parts of the data set and the code to
reproduce the findings of Sections 6 and 7.1. See Section
7.4 for more details and our reasoning. The code and
selected data will be shared in a public GitHub repository:
https://github.com/ErJedermann/They-See-Me-Scootin
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